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Who am I

• Brandon mcGrath (mez0)
• mez0.cc

• x.com/__mez0__

• github.com/mez-0

• Targeted Operations @ TrustedSec

• Developer @ pre.empt
• pre.empt.blog



Agenda

Jenkins 101 Groovy 102
Example 

groovy scripts
Code 

execution



Jenkins 101
A short story….



Why do we care?

• Code repo enumeration

• Build parameters

• Various pipeline abuses

• Stored credentials

• Console output

• AD Joined



What's it for?

• CI/CD workflows for devs

• Extensible

• Distributed builds

• etc



What's it for?



Caveat
There are some specifics…



Lazy Admins



Lazy Admins



Let's get Groovy
The basics



What exactly is Groovy?

• Is a web-based Groovy shell into the Jenkins runtime. Groovy is a very 
powerful language which offers the ability to do practically anything 
Java can do including:
• Create sub-processes and execute arbitrary commands on the Jenkins 

controller and agents.

• It can even read files in which the Jenkins controller has access to on the host 
(like /etc/passwd)

• Decrypt credentials configured within Jenkins.

https://www.jenkins.io/doc/book/managing/script-console/



Scripting Endpoint



Groovy for Red Teams
Step-by-step



Basic Operating System Interaction



Basic Operating System Interaction



Basic Operating System Interaction



Basic Operating System Interaction



Exfiltration
Get stuff out



Exfiltration



Exfiltration



Exfiltration



Infiltration
Getting stuff in



Infiltration



Infiltration



Starting a process
Getting a callback



Starting a process



Starting a process



Starting a process



Recap
So far so good



Recap

• Jenkins and Groovy at a high-level

• Examples of Groovy’s capability

• Examples of smuggling stuff in and out



JNA
Java Native Access



JNA

• “JNA provides Java programs 
easy access to native shared 
libraries without writing 
anything but Java code - no JNI 
or native code is required. This 
functionality is comparable to 
Windows' Platform/Invoke and 
Python's ctypes.”



Imports

1. Native: provides ways to load and map 
Java methods to native libraries like Psapi 
and Kernel32

2. Pointer: represents native memory 
pointers; used for process handles and 
memory management

3. IntByReference: allows passing and 
modifying integers by reference in native 
code, e.g., process enumeration results

4. Library: the base interface that Java 
interfaces must extend to map native 
methods



Imports

1.Psapi Interface: represents 
the Psapi library from the Windows API; 
used for managing and retrieving process 
information

2.Psapi INSTANCE: a singleton instance of 
the Psapi interface, loaded via 
JNA's Native.load() method; allows access to 
the native library's functions



Imports

1.Psapi Interface: represents 
the Psapi library from the Windows API; 
used for managing and retrieving process 
information

2.Psapi INSTANCE: a singleton instance of 
the Psapi interface, loaded via 
JNA's Native.load() method; allows access to 
the native library's functions



JNA: Process Listing
WinAPI stuff



JNA: Process Listing



JNA: Process Listing



JNA: Process Listing



JNA: Process Listing



JNA: Implants
Code Execution with JNA



JNA: Implants

• Unstable

• I did this against CrowdStrike and took down the Jenkins server

• But it works



JNA: Implants (injection)





JNA: Implants (injection)

• Easy to fix with a Thread() 
object



JNA: Implants (DLL Load)



JNA: Implants (DLL Load)



JNA: Windows Services
Groovy to Windows Service Execution



JNA: Services



JNA: Services



JNA: Services



JNA: Services



Small detour
…



Automation

• Python CLI Automation Framework

• Standardises groovy

• Repetitive tasks



Automation



Automation: Services



Automation: Services



Recap
Part 2



Recap

• Jenkins is really old

• Groovy is powerful



• https://www.jenkins.io/doc/book/managing/script-console/

• https://github.com/java-native-access/jna

• https://trustedsec.com/blog/offensively-groovy

• https://github.com/mez-0/offensive-groovy

• https://java-native-access.github.io/jna/4.2.1/overview-summary.html

• https://github.com/hoto/jenkins-credentials-decryptor

• https://www.codurance.com/publications/2019/05/30/accessing-and-dumping-jenkins-
credentials
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